
Thiago "THX" Sena - FireShell Security Team 

Mail:thiagosenaribeiro@outlook.com 

About the Software: 

http://www.tp-link.com.br/products/details/TL-MR3220.html 

[Vulnerability] 

- There is XSS in Wireless MAC Filtering, where it is in Wireless; Wireless MAC Filterning 

[Type of vulnerability] 

- Cross Site Scripting (XSS) 

[Product Salesperson] 

- http://www.tp-link.com.br 

[Affected Component] 

- TP-LINK TL-MR3220 

[Type of attack] 

Remote 

[Attack Vectors] 

- In the 'Wireless MAC Filtering' tab, you will add a new MAC Adrress, in 'Description' it will put the script 

( <script>alert('XSS')</script> ) and complete the registration. 

 

http://www.tp-link.com.br/products/details/TL-MR3220.html
http://www.tp-link.com.br/


 

 


